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F2 X % FH: Automatic Packet Miner(APM)
FEz(FES: C\C++
2 IR1TE: Windows

IDE : Dev C++ \ Visual Studio

WHEEFEEC: Winpcap
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F kT 2 ERTESTE ©
F T 2E ERTESTE ©
INSTALL ... WINFCAFR!

Welcome to the WinPcap 4.1.3
Setup Wizard

Thig Wizard will guide you through the entire WinPcap

information or support, please visit the WinPcap

YW Winpoap. org

HELES

Cancel



B ChUsers\wei\Downloads\file\pri_install exe

Dezcription: Intel(E) PRGZL1000 MT Desktop Adapter

Enter the interface number (1-13: 1
CONFIRM!

Create... Tservice

COPY. ..
Slngtall-T32Llocalservice. bat
Apri_dump.exe

Aprj_ini.exe

prj inetall.exe
Junlnstall-WiilocalService. bat
A32Lhocal . exe

A3Z2Local. ind

A32Local. log
Sl32LocalService.exe
AWinPeap.exe

el 10 {EfE3E -
HELESE F %
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ChUsers\wel\Downloads\file\prj_install.exe

BT BIRTERRE © A
AT FIIRERREE ©
INSTALL. .. WINPCAP!DONE!

Clean...
FeF3] Ci\Uzers\wei\Downloada'file\W32localService. Ingtalllog

BT RIIR FERITEEE °

Setting. ..

Adapter List
[ 1 ] Hame: rpcap://‘\Device \NPF {129EE34D-5817-4052-90C9-CO4B98DECA 10
Dezcription: Intel(R) PROSLOO0 MT Dezktop Adapter

Enter the interface nomber (1-13:

HEGES £

17



ChUsers\welDownloads\file\prj_install.exe

[ETEEEERRTS T32localService. .. %
e ThEREEIEZE T30 oca lService @
[EAEERERE Application HHEEIT Ewentlog FBIE W3llocalService. ..

IR SRR IETERGRTEPEES -
FEEeR C:\Progran Filez\WService\data\W32localService.exe SH{EERRIEIEFEREE -
FEEEEEY C:\Programn Fileg'\TService\data \W32localService. Ingtalllog @
ETERPE4EME 'C:\Progran Files\WService\data\W32LocalService. axe' o
SRR E A
1 =
logfile = C:A\Program Filea'\TServicetdata'\V32LocalService. Inztal lLog
azzenblypath = C:oA\Progran Fileg\TService\data\T32localService. exe
logtoconzole =

SRR R s T R PG »
eSS B MRS o
TillocalService IRFSIETERVER .
T32LocalService FEFST SEEUEIRETH o

[SC] ChangeServiceConfiz HEIH
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s

il

IS
“

) [2016-10-21_22(h)S7(m)45(s)]
| | InstallUtil.InstallLog
[ prj_ini

[2:] unlnstall-\W32LocalService

[®E W32Local

2] Wa2local

= Wa2local

[85] W32LocalService

| | W32LocalService InstallLog

it
H

T
I

.|*

m
1L}

-

[ L

1]/ T
-

b

TS
pL
IC

Onelrive

| | W32LocalService InstallState




| W32Local -

BEF S|EE) #BIO) EENV) =ER)
Eeviceﬂamezrpcap:ffhﬂe.iCERHFF_{lEQEEQqD-SE
DeviceDezcription=Intel(E) PROF1000 MT Dezk

7-4D52-90C9-C94B98D5CA 10}

bop Adapter

21
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] [2016-10-21_23(h)27(m)34(s)]

AN ® R B[ =]
IL ‘http.request‘ method —=POST

Packet details = Warrow & Wide ~ | [[] Case sensitive String
Mo, Time Destination Protocol  Length  Info
185.561251 72.226. 192.168.2.115 HTTP/... 153 HTTP/1.1 44 Mot Found
185.6719602 72.226. 192.168.2.115 HTTP/... 63 HTTP/1.1 484 Not Found
189.073550 .125.96. 192.168.2.115 HTTP 364 HTTP/1.1 4@4 Not Found (text/html)
189.262858 72.226.19 192.168.2.115 HTTP 364 HTTP/1.1 44 Not Found (text/html)
238.960363 72.226.19 192.168.2.115 HTTP 364 HTTP/1.1 4@4 Not Found (text/html)
239.0828485 .125.96.143 192.168.2.115 HTTP 364 HTTP/1.1 484 Not Found (text/html)
29.093668 .168.2.115 134.176.111.154 HTTP 1904 POST /UploadData.aspx HTTP/1.1
223.253538 .168.2.115 203.72.226.19 HTTP 651 POST /kmkuas/perchk.jsp HTTP/1.1 (application/x-www-fo
56... 238.517484 .168.2.115 203.72.226.19 HTTP 723 POST /kmkuas/relogin.jsp HTTP/1.1 (application/x-www-fd
[HTTP request 2/2]
[Prev request in frame: 4816]
[Response in frame: 5527]
File Data: 17 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "uid"™ = "
Form item: "pwd" = "

34 30 ed ea 43 of 40, .Cont ent-Type
3a 20 61 7@ 7@ 6C : applic ation/x-
77 77 77 2d 66 6f www-form -urlenco
64 65 64 ed @a 41 ded..Acc ept-Enco
64 69 6e 67 3a 20 ding: gz ip, defl
61 74 65 ed @a 48 ate..Hos t: selec
74 31 2e 6e 71 75 tl.nqu.e du.tw..C
6f 6e 74 65 6e 74 ontent-L ength: 1
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Program 1 & 2

EARiEE

Program 3
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AR E R
EX R
{5E FRERRE:

HEMET R

Broadcom Wireless 43142 (2.4GHz Only, £ R ERENE)
Ubuntu Desktop (x64)

6.30.223.271 - BRCM Linux Hybrid Wireless Driver

Wireshark
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BN BT A#E
1102% = E320%( =
> BHEERE LS Y E322# %
TER R328H=E
BAR R22H=E (EHEMRR)
ma—8 RI1I2ZHE (EHE—XRX)

I BT 10215851, DRERY21.4GBHE A TN



nConnections

wlMediumUtilization

wliMU-Visualizer

T HATHIEIN

AIRAE - EESRHBNE AR, TCPERMEE
ATRERTE(ZER)BHERARS
i E—E T EpEb Rt

xS



M ™ @ neold2022@Neold2022U-PC: ~/Desktop/pcap/program/framework

neold2022@Neold2022U-PC: ~/Desktop/pcap/program/frameworks ./pcap test ~/Desktop/
2016 _10 21 0926 1200 E320.pcapng 2> /dev/null

13234

neold2022@Neold2022U-PC:~/Desktop/pcap/program/frameworks [

neold2022@Nn
2016 10 21
13234

neold2022@N

A nConnections

29



L pun

ETHEIRE

FIFA—#8 ZKJE<IP, Port> E& B HI<IP, Port> FRFR 7~ — (5 E R

(RIRBEATEE )
1i:
192.168.1.2:54321 ===>  31.13.87.36:443 (facebook.com)
31.13.87.36:443 ===>  192.168.1.2:54321
192.168.1.4:49612 ===>  192.30.253.113:22 (github.com)
192.30.253.113:22 ===>  192.168.1.4:49612

A nConnections

30



E

A wIMediumUtilization

//3.1321993?£\\

9.1344134064
0.204627113
0.229243221
0.234647782
8.2369062538
1.692518333
1.667952715
1.662551036
1.660121128
1.590123764
1.560142582
1.557802665
1.497544409
1.487721049
1.457746541
1.4553279197
1.3853216655
1.355242983
1.352997490
1.325371550
1.295862180
1.252972476

1.250613551
o /

//;.132399B?é\\

0.134661464
0.204844113
0.229449221
0.234847782
B8.237158538
1.692735333
1.668158715
1.662751036
1.660439128
1.590340764
1.560342582
1.558050665
1.497572409
1.487938049
1.457946541
1.455627197
1.385533655
1.355542983
1.353245490
1.325615558
1.2966511860
1.253172476

\\?.25@35155?//
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PRISMAZEE S I\

Fmmmmm o +
| Msgcode |
| (4 Octets) |
Fmmmmm o +
| Msglen |
| (4 Octets) |
Fmmmmm o +

| Device name |
| (16 Octets) |

Fom Fp——mmmm Fom Fom +
| DID | Status | Length | Data |
| (4 Octets) | (2 Octets) | (2 Octets) | (n Octets) |
Fom Fom Fom Fom +
e e et +
I Payload I

A wIMediumUtilization
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S {EEE

3 DID{X AL
FIERE 0x0000A041
0x000A0044

DID X 3% 4z
(EHEgEE 0x00008041
0x00080044

A wIMediumUtilization

KK]



Econst u char *pcap next (pcap t *p, struct pcap_ pkthdr *h);
: //EERASERISKRRGHAMAR

./ /FREMImetadata

. struct pcap pkthdr ({

' struct timeval tv; //SEEEKIFUERIRR, il ME SRS AR — B
bpf u int32 caplen;

; bpf u int32 len;

b

Estruct timeval {

: time t tv_sec / /R EFE R B BK
: suseconds_t tv_usec //EW®
Y

A wIMediumUtilization
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STEAT

EFVATE Rl B 42 52 1 8k ™ s il R
SVERERR - (E#RE / EHEER)

A wIMediumUTtilization

A7 VATE PRl B2 5 2R 155 28 0 By ]
ATVHE 21| 2 s
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Timeling

A WIMU-Visualizer
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B A=t
[ K-l LUTOH=-0H 1£ 0
M APDefault.ini
M B_WiFi.ini
BaiduMediaService.dll
BaiduMediaService.exe
BaiduWiFi.xml
BOMWIFINATDILdII
bdxlog.dll
BwifiAssistance.exe
BwifiwinManager.exe
devoon.exe
drivers
Duilib_d.dll
Duilib_u.dll
Duilib_ud.dll
Duilib.dll
duNetSh.dll
EnablelC&.exe







Welcome to the Wireshark 2 .21
(32-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

iefore starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue,

43



. 285898
. 549011
. 549187
.812545
. 664882
. 664885
.814219
.881881
. 8681894
.016159

Boume

Apple 9d:c/:16
192.168.0.156

fedd: :12dd:blff fel..

192.168.0.172
192.168.0.172

fedf: :aa2B8:66ff:fel..

192.168.0.172
192.168.0.172

Tedld: :aa28 6611 fel..

192.168.09.172

I

Destination

Broadcast
224.8.8.251
102 :fb

239.255.255.

224.9.8.251
1@ :1b

239.955.255.

224.8.0.251
102: :fb

239.255.255.

2508

1;11:|t|:u:|:|1

ARP

MDNS
MDNS
55DP
MDNS
MDNS
SSDP
MDNS
MDNS
55DP

Length Info

68 Who has 192.

82 Standard
182 Standard
217 M-SEARCH

82 Standard
182 Standard
217 M-SEARCH

82 Standard
182 Standard
217 M-SEARCH

que
que
o 1
que
que
.l 4
que
que

- Frame 1:
> Ethernet
- Imternet

68 bytes on wire (488 bits), 68 bytes captured (480 bits) on interface 8
II, Src: D-LinkCo d3:54:b4 (00:24:81:d3:54:b4), Dst: IPvdmcast 64 (01:00:5e:00:(F

Protocol Version 4, Src: 192.168.8.1, Dst: 224.8.8.4

L

2 6B dc cB a8




